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The hazards of algorithmic systems
Bias
Discrimination
Racism
Sexism
Surveillance



The ideals of algorithmic systems

Fairness
Responsibility
Transparency
Accountability
Privacy



The Al ethics ecosystem

Where do we need Al ethics to happen?
e Product level
e Executive level
e Industry level
e Governmental level
e Research level

e Engineering level — Al & ML practitioners
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Ethics is no fuzzier than data science!



Designing (functionally) good algorithms

Crucial design questions

e Do we optimize for accuracy, sensitivity, specificity, something else?
e Do we optimize for predictive power or interpretability?

e How do we ensure there aren’t any blindspots in the training data?

There are no universal answers to these questions! The answers in any
particular situation will depend on that algorithm’s use case



Designing (ethically) good algorithms

Crucial design questions
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The structure of the framework

1 basic question, asked across 3 components and 3 levels of algorithmic actions

3 components of algorithmic actions

? ? ?
3 levels ? ? ?
? ? ?

The result: 9 specific questions to ask of any algorithmic system



The framework’s fundamental ethical concept:

Respect for persons

e Always treat individuals as autonomous human beings
e Treat others always as an end and never simply as a means

e Refrain from manipulating others, violating their rights, and
interfering with their own decision-making and self-governance



The framework’s central question:

Does this action
respect the persons affected by it?



Three components of algorithmic actions

—» Classification
(of input data)

Observation —»

(data collection)

Intervention
(in the world)



Three levels of algorithmic actions

Individual

(how an action affects a single person)

Collective

(how an action affects a population of persons)

lterative

(how an action affects persons when repeated and reiterated)



A matrix of algorithmic actions

Level \ Component Observation Classification Intervention
Individual
Collective

[terative



A matrix of algorithmic ethics

Level \ Component Observation

Does this action

Individual o

respect persons?

; Does this action

Collective o

respect persons?

; Does this action
[terative

respect persons?

Classification

Does this action
respect persons?

Does this action
respect persons?

Does this action
respect persons?

Intervention

Does this action
respect persons?

Does this action
respect persons?

Does this action
respect persons?



Respect with observations

The example: loan approval algorithm

Observation action: collecting applicant’s credit history, salary, browsing history

Questions of respect

Overarching: Are people able to be aware of the data the algorithm is collecting?

Individual: Does the data collection process respect each individual's rights (e.g.,
to privacy)?

Collective: Does the data collection process treat all individuals fairly and equally?

lterative: Does the data collection process allow individuals to take an active role
in shaping their data?



Respect with classifications

The example: pre-trial risk assessment algorithm

Classification action: classifying detainee as “high risk” of reoffending

Questions of respect

Overarching: Are people able to dispute the classification the algorithm makes?

Individual: Does the classification process respect each individual's rights (e.g., to
non-discrimination)?

Collective: Does the classification process treat all individuals fairly and equally?

lterative: Does the classification process allow individuals to take an active role in
shaping their classification?



Respect with interventions

The example: targeted advertising algorithm

Intervention action: showing an ad to an user according to their “user profile”

Questions

e Overarching: Are people able to act freely in response to the intervention the
algorithm makes?

e Individual: Does the intervention respect each individual's rights (e.g., to personal
liberty)?

e Collective: Does the intervention treat all individuals fairly and equally?

e |terative: Does the intervention allow individuals to take an active role in shaping
the intervention they experience?



The 6 specific questions of respect

Components of algorithmic actions
e Observation: Are people able to be aware of the data the algorithm is collecting?
e Classification: Are people able to dispute the classification the algorithm makes?

e Intervention: Are people able to act freely in response to the algorithm’s
intervention?

Levels of algorithmic actions
e Individual: Does the action respect each individual’s rights?
e Collective: Does the action treat all individuals fairly and equally?
e lterative: Does the action allow individuals to take an active role in shaping the

action?



The ideals that respect promotes

Components of algorithmic actions
e Observation: transparency
e Classification: voice

e Intervention: autonomy

Levels of algorithmic actions
e Individual: rights
e Collective: fairness

® [terative: autonomy



Putting the framework into practice




Observation
Are people able to be
aware of the data the
algorithm is collecting?

Level \ Component

Individual

Does the action respect
each individual’s rights?

Collective
Does the action treat all
individuals fairly and
equally?

[terative
Does the action allow
individuals to take an
active role in shaping the
action?

Classification
Are people able to
dispute the classification
the algorithm makes?

Intervention
Are people able to act
freely in response to the
algorithm’s intervention?
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Analyze your algorithm into
Its component actions

Ask the questions of respect

P Utti N g th e Identify problematic actions
fra mewo rk Formulate responses to these

actions

IﬂtO pra CtiCe Incorporate responses into

your algorithm’s design

Communicate your responses




Thank youl!

For a copy of these slides, go to williecostello.com/aiethics

Follow me on Twitter @williecostello
and on LinkedIn at linkedin.com/in/williecostello



